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Your Bank May Know It's You Before You Type Your

Password
Behavioral Biometrics — A Short Student Handout

May Community Center Computer Class

What Is Behavioral Biometrics?

A password checks what you know. A fingerprint checks a physical part of you. Behavioral biometrics
looks at how you do something.

A computer system may look for patterns such as:

e How fastyou type

e Pauses between keys

e How often you use Backspace

e Mouse movements

e Swipe and touchscreen behavior

e Howyou interact with a phone or computer

Same Words — Different Behavior

“The quick brown fox jumped over the lazy dog.”

Two people can type the exact same words. One may type quickly. Another may pause. One may use
Backspace several times.

The computer receives the same words but sees different behavior.

The Stolen House Key

Imagine a burglar steals your house key. The key works. But imagine your house also knows how you
normally come home.

A stranger opens the door differently and immediately heads somewhere you normally do not.

The key is correct. The behavior is wrong.

A bank may use a similar idea when looking for unusual online activity.

Where Is the Al?
Many people think Al = ChatGPT. But Al does not always talk.

Normal. Normal. Normal. Normal. Hmm... that's different.

The Al is looking for patterns and noticing when something changes.

Computers Don't Really “Know” You

A computer does not think, “That's Jason.” It measures and compares behavior.
e Measure

e Compare

e Find patterns
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e (Calculate probability
e Flag unusual activity

Remember: Unusual does not automatically mean criminal. It means: “This deserves a closer look.”

Discussion Question

If a computer watches HOW you do something instead of WHAT you do... is that SECURITY or
SURVEILLANCE?

Maybe the answer is: Both.

Try this Demo
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https://monday-computer-class.jmiley803.chatgpt.site/demos/behavioral-biometrics-password-rhythm-demo

